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High social demands on ethically aligne
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High social demands on ethically aligned Al

Il. General Principles

The ethical and values-based design, development, and implementation of autonomous and intelligent
systems should be guided by the following General Principles:

1. Human Rights
A/IS shall be created and operated to respect, promote, and protect internationally recognized
human rights.

2. Well-being
A/IS creators shall adopt increased human well-being as a primary success criterion for development.

3. Data Agency
A/IS creators shall empower individuals with the ability to access and securely share their data,
to maintain people’s capacity to have control over their identity.

4. Effectiveness
A/IS creators and operators shall provide evidence of the effectiveness and fitness for purpose of A/IS.

5. Transparency
The basis of a particular A/IS decision should always be discoverable.

6. Accountability

A/IS shall be created and operated to provide an unambiguous rationale for all dedsions made.

7. Awareness of Misuse
A/IS creators shall guard against all potential misuses and risks of A/IS in operation.

8. Competence
A/IS creators shall specify and operators shall adhere to the knowledge and skill required
for safe and effective operation.



High social demands on ethically aligned Al

1. Human Rights
A/IS shall be created and operated to respect, promote, and protect internationally recognized

human rights.

We expect the decisions made by Al to be fair.
No discrimination over genader, race, -

5. Transparency
The basis of a particular A/IS decision should always be discoverable.

6. Accountability
A/IS shall be created and operated to provide an unambiguous rationale for all decisions made.

We expect Al to explain the reasons of the decisions.

Your loan application is rejected because -




A pitfall: The risk of “Fairwashing’

» Explaining fairness

Scoring service

Unfair Al: reject applicants ‘&;“’

based on their gender.

an honest explanation

Your loan application is rejected

because your gender is -



A pitfall: The risk of “Fairwashing’

» Explaining fairness

v

Unfair Al: reject applicants ‘&f.“i

based on their gender.

Scoring service

a dishonest explanation

Your loan application is rejected

because your income is low.



A pitfall: The risk of “Fairwashing”

» EXplaining fairness

“Fairwashing”

Malicious decision-makers can disclose a 7ake
exolanation to rationalize their unfair decisions.




A pitfall: The risk of “Fairwashing”

» EXplaining fairness

“Fairwashing”

Malicious decision-makers can disclose a 7ake
explanation to rationalize their unfair decisions.

nis Study: LaundryML
P0ossible to systematically generate
fake explanations.

-

Raise the awareness of the risk of
‘Fairwashing”.




LaundryML
Systematically generating fake explanations

Generate [ERYASSEIEIRE,
and that is useful for “Fairwashing”.

"Wmany explanations

- Use "Model Enumeration” [Hara & Maehara'17: Hara & Ishihata'18]
- Enumerate explanation models.

ick onc

. Use fairness metrices such as demographic parity (DP).

. Pick an explanation most faithful to the model, with DP
less than a threshold.



Result

« Fairwashing” tor decisions on Adult dataset
. Feature importance by FairML on “gender” has dropped.

A naive explanation A fake explanation

marital:married T marital:married 1
gender:Male D — age:27-60 I
ge N d er age:27-60 | occupation:white-collar E—
hoursPerWeek:>43 [ aducation:bachelors | E—
education:bachelors I capital_gain:>7056 | I
occupation:professional pE— education:masters-doctorate J—
occupation:white-collar p— age:>60 b
capital_gain:>7056 — education:asscciates 1
education:masters-doctorate om— workclass FedGov 1
occupation:sales u education:Prof-school 1
education:Prof-school I age:21-25
workclass.FedGov i age:<21
age:>60 1 education:dropout
age.<21 age:26-28 I
age:21-25 occupation:other |
education:dropout marital:single I
age:26-28 occupation:blue-collar I
education:associales | occupation:sales I
marital:single | education:HS-grad n
occupation:blue-collar I gender-Female o
gender:Female I workclass:OtherGov [
occupation:other 1 occupation: professional =
education:HS-grad L] workdass:selfEmployed J —
workclass:OtherGov o hoursPerWeek:<=43 |
workclass.selfEmployed [ capital_gain:<=7056 —
hoursPerWeek:<=43 I workclass:private I
workclass:private P hoursPerWeek:>43 —
capital_gain:<=7056 ] gender:Male NG
-100 50 0O 50 100 gender -100 -50 0 50 100 |



Result

» Fairwashing” for decisions on Adult dataset

Fake Explanation

If capital gain > 7056 then high-income
else if marital = single then low-income
else if education = HS-grad then low-income
else if occupation = other then low-income
else if occupation = white-colloar then high-income
else low-income
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Summary

“Fairwashing”

Malicious decision-makers can disclose a 7ake
exolanation to rationalize their unfair decisions.

« We raise the awareness of the risk of “Fairwashing”.

« With LaundryML, we can systematically generate fake
explanations.

« Question: How can we avoid “Fairwashing””?

12



