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In summary...

+ Federated learning is vulnerable to model
poisoning attacks

+ Detection strategies make attacks more
challenging, but can be overcome by white-box
attackers

+ Open research question: Can we develop
distributed learning algorithms robust to model
poisoning attacks?

More details and results in
our poster (#144 tonight in
the Pacific Ballroom)

4+ Quantitative weight update
statistics-based stealth results

4+ Attacks on Byzantine-resilient
aggregation mechanisms

4 Connections between model
poisoning and interpretability
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Adversarial challenges

1. No access to other agents’ updates at time t: Adversary has no access to current
updates from the other agents when attempting model poisoning

Approach: Generate malicious update with respect to Wg l.e. assume WtG ~ Wg'_l

2. Averaging with other agents: Updates from other agents could render malicious
agent's update ineffective

Approach: Boost malicious update to overcome effect of scaling

3. Randomness in choice of agents: Malicious agent is not chosen in every iteration if
large number of agents

4. Avoid detection: Server may detect based on effect on accuracy on validation data or
weight update statistics

Approach: Improve on baseline by adding benign training and distance constraints
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Estimation to improve attacks

Targeted Alternatin
Attack Model 1§oisoning Minimizatic%n
Estimation | None Previous step | None Previous step
t=2 0.63 0.82 0.17 0.47
t=3 0.93 0.98 0.34 0.89
t=4 0.99 1.0 0.88 1.0

Improvement in attack confidence (CNN on Fashion MNIST, 10 agents)



Results on Adult Census dataset
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Results on 100 agents
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Attack with 10 targets
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Attacks on Byzantine-resilient aggregation
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1. Adding resilience against attackers aiming to prevent convergence is ineffective

against model poisoning attacks
2. Krum chooses update closest to all others = distance-constrained attacks are
effective




What next?

+ Convergence: prove good performance of global models
+ Scalability: implementing attacks at scale
+ Robustness: behavior of poisoned models in parameter space

+ Generalizability: behavior in input space around poisoned points



