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Typical threat model: norm-bounded perturbation
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£, norms don’t capture typical image transforms
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These transforms move pixel mass short distances...




These transforms move pixel mass short distances...

and the Wasserstein metric measures “moving mass”
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We propose Wasserstein balls as a threat model
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The strongest known method for generating
adversarial examples is projected gradient descent
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How to project onto the Wasserstein ball?
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How to project onto the Wasserstein ball?

minimize |lw — z||5
zeRM, [TeRNX1
subjectto II1 =x
M1 =z
(I,C) < €
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How to project onto the Wasserstein ball?

minimize |||lw — z||5F Closest point
zeR™, [TERM*N

subjectto  II1 =x
M1 =z
(I, C) < €

Quadratic program, quadratic number of variables - Costly!



Projected Sinkhorn lteration: a fast (approximate)
projection algorithm onto the Wasserstein ball
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* Entropy regularization term

» Block coordinate descent on the dual problem
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CIFAR10 Wasserstein adversarial examples
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We can also adversarially train robust networks

Adversarial training

PGD adversary

Projection algorithm
onto Wasserstein balls
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MNIST and CIFAR10 robustness curves
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