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Learn space-preserving representations that obfuscate sensitive 
information while preserving utility.
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Example: Preserve gender & obfuscate emotion

P(Serious) = 0.98
P(Female) = 0.99

P(Male) = 0.98
P(Smile) = 0.78

Original Filtered

P(Serious) = 0.31
P(Female) = 0.99

P(Male) = 0.98
P(Smile) = 0.38
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Example: Preserve subject & obfuscate gender 

P(Male) = 0.99
Subject verified

Original Filtered

P(Female) = 0.54P(Female) = 0.99
Subject verified Subject verified

P(Male) = 0.70
Subject verified
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Want to learn such that:Y ⇠ p(Y |X)

•

•

DKL[p(S|Y )||p(S)]min

DKL[p(U |X)||p(U |Y )]min

EY [.]

EX,Y [.]
I(U ;X|Y )

I(S;Y )

min I(U ;X|Y )
p(Y |X)

I(S;Y )  k

Objective:

⇠ max
p(Y |X)

I(U ;Y )

s.t. :
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Given the objective min I(U ;X|Y )
p(Y |X)

s.t. : I(S;Y )  k

What are the intrinsic limits on the trade-offs for this problem?

Lemma 1.
finite alphabets,                          .

min I(U ;X|Y )
p(Y |X)

s.t. : I(S;Y )  k

� I(U ;X)� I(U ;Y )

I(U ;Y )  I(U ;X)

p(Y |U, S)
min

s.t. : I(S;Y )  k

Then:
(U, S) 2 U ⇥ S X ⇠ p(X|U, S)

• With        finite we can compute a sequence of upper bounds: Restricted 
cardinality sequence (RCS).

|Y|
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Given the objective min I(U ;X|Y )
p(Y |X)

s.t. : I(S;Y )  k

Lemma 2. (X,U, S) ⇠ p(X,U, S)Given

What are the intrinsic limits on the trade-offs for this problem?

Lemma 3. k � 0 p(Y |X)

I(U ;X|Y ) = max(0, 1� k

I(S;X)
)I(U ;X)

I(S;Y )  k

(X,U, S) ⇠ p(X,U, S)Given                                      ,                                     such that:8 9

I(U ;X|Y ) � �I(S;Y ) + I(U ;S)� I(U ;S|X)
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Lemmas 1, 2 and 3 can be approximated using contingency tables.

I(U ;X|Y )

I(S;Y )  k

I(U ;X|Y ) = max(0, 1� k

I(S;X)
)I(U ;X)I(U ;X|Y ) � �k + I(U ;S)� I(U ;S|X)

I(U ;X|Y ) � �k + I(U ;S)� I(U ;S|X)

I(S;X)
Lemma 1 (RCS)
Lemma 2 (lower bound) 
Lemma 3 (achievable upper bound)

* Sketch under the assumption that  I(U ;S|X) = 0
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min I(U ;X|Y )

s.t. : I(S;Y )  k

Objective:

Optimization objective:

[I(U ;X|Y ) + �max{I(S;Y )� k, 0}2]min
p(Y |X) ⇠ q✓(X,Z)

p(Y |X) ⇠ q✓(X,Z)
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Optimization objective:
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Learning the stochastic mapping                           : 

p(S|Y )

p(U |Y )

p(U |X)

Y = q✓(X,Z)

p⌘(S|Y )

p�(U |X)
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⇠
⇠

⇠

 ̂ = argmin EX,U,Z
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⇤
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�̂ = argmin�EX,U

⇥
� log(p�(U | X)

⇤
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Xception
Networks

U-NET + noise
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Emotion obfuscation vs gender detection
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Subject within Subject

k

∞

0.5

Consenting 
User

Nonconsenting 
User

Subject verified Subject verified
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• Learned representations that preserve utility and obfuscate sensitive information.

• Derived easy-to-compute bounds.

• Experimental results show representations compare favorably against 
derived bounds.

Limitations:
• Expectation-based approach.
• Reliance on adversary as a proxy for information.

• Transformations are space-preserving. Can reuse existing pipelines.
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Please visit us at poster #81


