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Can we do better?

Filtered Image

Shared data
Facial Image

. Utility v/
Serv.lce |» Subject verification
Provider

1 Sensitive attributes
User b Geﬁa’er?

decision

Learn space-preserving representations that obfuscate sensitive
information while preserving utility.




Motivation

Example: Preserve gender & obfuscate emotion

Original Filtered
P(Male) = 0.98 P(Male) = 0.98 =
P(Smile) =0.78 P(Smile) = 0.38 %

P(Female) = 0.99
P(Serious) = 0.98

P(Female) = 0.99 =
P(Serious) = 0.31 %




Motivation

Example: Preserve subject & obfuscate gender

Original Filtered
P(Male) = 0.9 P(Male) = 0.70 &
Subject verified Subject verified v

P(Female) = 0.54‘
Subject verified v/




‘ Sample of related work

* (2003) Chechik et al. Extracting relevant structures with side
information.

* (2016) Basciftci et al. On privacy-utility tradeotfs for constrained
data release mechanisms.

* (2018) Madras et al. Learning adversarially fair and transferable
representations.

* (2018) Sun et al. A hybrid model for identity obfuscation by face

replacement.
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‘ Problem formulation

Ut.ility S Sen31ble (U S) <U'7 S)

variable variable

i &ngh dimensional ~ p( X ’ U , S )
data

D Sanitized data Y ~ p(Y’X)

Our objective!

Want to learn Y ~ p(Y|X ) such that :
p(S|Y) ~p(S) == min Dk r[p(S|Y)||p(S)]

p(UY) ~ p(U|X) == min Dg 1 [p(U|X)|[p(U|Y)]
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‘ Problem formulation

Want to learn Y ~ p(Y’X ) such that:

e min Dy p(S|Y)||p(S)] E—U I(S; Y)
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‘ Problem formulation

Want to learn Y ~ p(Y’X ) such that:

e min Dy p(S|Y)||p(S)] ELU I(S; Y)

EXY .
« min D [p(U|X)||p(U]Y)] — : I(U; X|Y)

Objective:

min I(U; X|Y)

p(Y|X)

st. I(S;Y) <k

h

-~ mazx [(U;Y)
p(Y|X)
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‘Performance bounds

Given the objective min I(U; X|Y) s.t. I(S;Y) <k

p(Y]X)

What are the intrinsic limits on the trade-offs for this problem?

Lemma 1.
(U, S) € U x S finite alphabets, X ~ p(X|U, 5).
Then:

min I(U; X|Y) > min I(U;X)—I1(U;Y)
p(Y]X) — pY|U,S)

k

I

st. I(S;Y) <k s.t. I(S Y)

~
SH
G
A IA

(U; X)

*  With D/ ‘ finite we can compute a sequence of upper bounds: Restricted
cardinality sequence (RCS).




‘Performance bounds

Given the objective min I(U; X|Y) s.t. I(S;Y) <k

p(Y]X)
What are the intrinsic limits on the trade-offs for this problem?

Lemma 2. Given (X,U,S) ~ p(X,U,S)

I(U; X[Y) > =I(S;Y) + I(U; 5) — I(U; 5| X)
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‘Performance bounds

Given the objective min I(U; X|Y) s.t. I(S;Y) <k

p(Y]X)
What are the intrinsic limits on the trade-offs for this problem?

Lemma 2. Given (X, U, S) ~ p(X,U,S)

I(U; X[Y) > =I(S;Y) + I(U; 5) — I(U; 5| X)

Lemma 3. Given (X,U,8) ~p(X,U,S), Vk >0 3p(Y|X) such that:

I(S;Y)<Ek
k
(55 X)

I(U;X\Y):max(O,l—I I(U; X)
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‘Performance bounds

Lemmas 1, 2 and 3 can be approximated using contingency tables.

------ Lemma 1 (RCS)
N = = Lemma 2 (lower bound)

= = Lemma 3 (achievable upper bound)

\’0\.... >,
\ ey
N e, 5.
[(U;95) I(U; X)

[(U; X|Y)

* Sketch under the assumption that I(U;S|X) =0
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;[ D ( U| ) U Objective:

x| r Y min [(U; X]Y)
——N q0(X, Z) »—— o ) & p(Y|X) ~ 5(X., 2)
r— L= nsl) st I(8;Y) <k
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‘ Proposed framework

£{rqa(X , 2 )}X
e

Z ~ N(0,1)

Optimization objective:

Objective:

min I(U; X|Y)

p(YX) ~ qo(X, Z)

st.: I(S;Y) <k

min [I(U; X|Y) + dmaz{I(S;Y) — k,0}?]

p(Y|X) ~qo(X, Z)




‘ Implementation

Optimization objective:

Hwon |

Z ~ N(0,1)

min [I(U; X|Y) + Admaz{I(S;Y) —k,0}?]

QQ(X7 Z)

p(U|.) —~U
> p(S].) F’S
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‘ Implementation

> p(U].) ~U
X | Y
- QQ(X,Z) ( R
o S glNEE
Optimization objective: 7~ NO.D) —
min [I(U; X|Y) + dmaz{I(S;Y) — k,0}?]

qe(X7 Z)

Learning the stochastic mapping Y = gy(X, Z) :
p(U|X) ~pe(UX)=> ¢ = argmin, Ex v [ — log(ps(U | X)]

p(U|Y) ~ py(U]Y) = ) = argming, Ex v,z [ — log(py(U | 45(X, 2))]

p(S|Y) ~py(S|Y) =1 = argmin, Ex s 7| — log(p,(S | ¢5(X, 2))]
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‘ Implementation | pWU1) |0

x| Y
=L gx.2)—

Optimization objective: Z ~ N(0,I)

min [I(U; X|Y) + Admaz{I(S;Y) —k,0}?]
QO(X7 Z)

Learning the stochastic mapping Y = gy(X, Z) :

p(U
p(U
p(S

X) ~pe(U|X) —_— = argming Ex ;7| — log(pg(U | X)]
Y)~py(U|Y) —_— 1) = argming Ex v,z | — log(py(U | ¢5(X, Z))]

V)~ (S|Y) = i) = argmin, Ex 5 7 [ — log(py(S | ¢5(X, Z))]

0= argmingEX,z[DKL[pcg(U PO p@(U | 46(X, 2)))]
+Amax(Ex,z[Drr[pq(S | 4o(X, 2)) || P(S)]] - k,0)°




‘ Implementation

> p(U|.) U
X | Y
__]' QQ(X, Z) ~
o T F—;msm%s
Optimization objective: 7~ N(0,]) —
min [I(U; X|Y) + dmax{I(S;Y) — k,0}?]
QO(Xa Z)
Learning the stochastic mapping Y = gy(X, Z) :
A 3
p(U|X) ~pp(U|X) = ¢ = argming Ex v | — log(py(U | X))]

A : Xception
p(U|Y) ~ py(U|Y) = b = argmin, Ex v,z | — log(py (U | ¢4(X, Z))] >1\16“,1?,01[1(8

p(S|Y) an(S‘Y)—bﬁ = argmin, Ex s 7| — log(p, (S | ¢;(X, Z))L

N 3
0 = argming £ D (U | X (U X, 7
gming Ex 7 | Dxr[pg(U | X) || py (U | gof ))]2 | U-NET + noise
+Amax(Ex,z|Drrlpq(S | ¢o(X, 2)) || P(S)]] — ,0)
/
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Experiments oy

Z ~ N(0,I)

Emotion obfuscation vs gender detection

SENSITIVITY FIXED ADVERSARIAL FIXED
TOLERANCE EMOTION EMOTION GENDER
k ACCURACY ACCURACY ACCURACY
[ oo 91.8% 91.8% 94.9% |
0.5 68.4% 91.4% 89.3%
0.4 58.6% 85.8% 88.0%
0.3 56.8% 81.5% 86.7%
| 0. 51.9% 74.3% 83.9%]|
GUESSING 51.9% 51.9% 60.7%
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Emotion obfuscation vs gender detection

Gender vs Emotion

In(2) M X Gen vs Emotion (U Fixed)
==~ RCS
--—- Achievable Bound
X \\\
< 04 % \\
-~ X S
B SENSITIVITY FIXED ADVERSARIAL FIXED
0.2 % e TOLERANCE EMOTION EMOTION GENDER
SN k ACCURACY  ACCURACY  ACCURACY
| o 91.8% 91.8% 94.9%]
0 | 0.5 68.4% 91.4% 89.3%
0 0.2 0.4 In(2) 0.4 58.6% 85.8% 88.0%
I(U; X]Y) 0.3 56.8% 81.5% 86.7%
[ 0.2 51.9% 74.3% 83.9%|
GUESSING 51.9% 51.9% 60.7%
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E ° p(Ul)I <4
xperlments w(X,2) - :
T p(S|.) |—>S
Z ~ N(0,1)
Gender obfuscation vs subject verification
SENSITIVITY FIXED ADVERSARIAL FIXED RETRAINED
TOLERANCE GENDER GENDER SUBJECT SUBJECT
k ACCURACY ACCURACY TOP-5 ACCURACY TOP-5 ACCURACY
[ oo 98.6% 98.6% 98.8% 98.8% |
0.5 59.5% 90.2% 93.5% 96.8%
0.4 60.3% 85.3% 88.1% 94.9%
0.3 54.0% 79.4% 81.4% 92.8%
| 0.2 56.1% 74.6% 81.6% 91.0% |
0.1 51.6% 67.1% 74.5% 89.6%
GUESSING 54.8% 54.8% 2.5% 2.5%

16



Experiments

p(Ul) U

g

p(S].) |—>5

Gender obfuscation vs subject verification

Subject vs Gender

In(2) e X Subj.vs.Gen
\ B e BCS
e 4 ---- Achievable Bound
b
poe ||y
- 04 EE s
>~ 1 X \\
~> X N SENSITIVITY  FIXED ADVERSARIAL FIXED RETRAINED
\ ) TOLERANCE  GENDER GENDER SUBJECT SUBJECT
0.2 5 & 1 k ACCURACY  ACCURACY TOP-5 ACCURACY TOP-5 ACCURACY
1 N
b X . [ o 98.6% 98.6% 98.8% 98.8% |
\ N 0.5 59.5% 90.2% 93.5% 96.8%
' N 0.4 60.3% 85.3% 88.1% 94.9%
0 0.3 54.0% 79.4% 81.4% 92.8%
1 2 3 4 In(200) | 0.2 56.1% 74.6% 81.6% 91.0% |
I(U: X]Y) 0.1 51.6% 67.1% 74.5% 89.6%
d GUESSING 54.8% 54.8% 2.5% 2.5%
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‘ Experiments

Subject within Subject

Consenting Nonconsenting
User User

k Subject verifiedVv Subject verified vV

Howal> w(sl) 8

Z ~ N(0,I)

SENSITIVITY
TOLERANCE

k

CONSENTING NONCONSENTING
USERS USERS

Tor-5 ACCURACY Tor-5 ACCURACY

(o <]
3
1
0.5
GUESSING

98.7% 97.9%
98.3% 9.38%
97.8% 6.25%
97.6% 4.69%
2.5% 2.5%
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p(Ul) |0

| pis) 8

‘ Concluding remarks o
T ‘

Z ~ N(0,I)

Learned representations that preserve utility and obfuscate sensitive information.
* Transformations are space-preserving. Can reuse existing pipelines.

* Derived easy-to-compute bounds.

* Experimental results show representations compare favorably against
dertved bounds.

Limitations:
* Expectation-based approach.
* Reliance on adversary as a proxy for information.
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Thanks!

Please visit us at poster #81
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